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e You may answer in either Swedish or English.
e If any data is lacking, make (and state) reasonable assumptions.

e Use legible hand writing. If your answers cannot be read, you will receive zero points
on that problem.

e Grading is done as follows.
Grade 3 — 20-29 points,
Grade 4 = 30-39 points,
Grade 5 = 40-50 points.

Good luck!
Paul & Martin

Problem 1.

Answer

A safe method does not have any side-effects on the server, it should just return a response.
GET is safe, and POST in non-safe. An idempotent method should have the same side-
effect if it is used multiple times as if it was used only once. GET is idempotent and
POST is non-idempotent. (3 points)

Problem 2.

Answer
The encoding is "QUNFUw==". (3 points)

Problem 3.

Answer

Third-party cookies: Some content, e.g., a picture, is downloaded from a third party,
together with a cookie. If content from the same third party is downloaded at a later
time, the cookie will be sent in the request. This will inform the third party that the user
has visited both pages, which time the pages were visited etc. It can be used e.g., for
placing ads suitable for specific users.

First party cookies: By running a javascript on a webpage, a cookie can be used and sent,
together with other information, in a GET request to a third party. This is made possible



because the javascript can read the cookie and it is possible to send information as part
of the URL in a GET request.

Comparison: Many users disable third party cookies since they are mostly used for user
tracking. However, first party cookies are also used for session handling so it is not
convenient for users to disallow these cookies. Thus, first party cookies are more robust
in this sense. On the other hand, they require that javascript is turned on. Moreover,
user tracking with first party cookies is primarily used for tracking on the same domain,
even though it is possible to do it over several domains if they are in agreement. Third
party cookies can easily be used over several domains if they only use the same third

party. (3 points)
Problem 4.

Answer

For simplicity we denote the disjoint sets by dy, dy, d> and ds in the order presented in the
problem. Similarly the additional observed sets are denoted ag, a1, .. ., a7. Since the sets d;

are mutually disjoint we known that exactly one recipient in each set is a communication
partner. If we look at the set a; we see that a; Ndy = 0,a; Ndy = O and a; Nds = 0.
Thus, a communication partner is in the intersection of a; N d; and we update the set d;
as dy < a; Nd;. The updates continue in the same way. In summary:

a; updates d; to (B,R,I)

as updates dy to (C,E)

a; updates dy to (A,P)

as updates ds to (D,L)

ag updates d; to (B)

as updates ds to (D)
ay updates dy to (C)
. ag updates dy to (A)
Note that it is possible to apply some steps in different order. The end result would still
be the same, i.e., Alice’s communication partners are A, B, C and D. (3 points)
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Problem 5.

Answer

256 bits is 32 bytes. When this is converted to base64 it has to be padded to a multiple of 3
bytes, so it is padded by one byte. 33 bytes will be turned into 44 base64 characters. Since
one byte was used as padding, there will be 43 letters from the base64 alphabet followed
by one “=". A regular expression for this would be ~[a-zA-Z0-9+/1{43}=$ (3 points)

Problem 6.

Answer

Using the private key it is possible to decrypt and get ¢g* mod p. However, having ¢*
mod p and ¢¥ mod p is not enough to get the secret key ¢*¥ mod p. Diffie-Hellman key
exchange is vulnerable to man-in-the-middle attacks, but not to eavesdropping. Hence,
we would not be able to decrypt the recorded traffic. This is the perfect forward secrecy
property. (3 points)

Problem 7.



Answer

A valid hashcash string will have the property that the hash of the string starts with
x number of zeros. The value of x depends on how difficult it should be to find the
string. The string is hashed for different values of “counter” until the hash has the desired
property. If the value of x is large enough, (&~ 20 — 25), it means that the sender must
have spent a significant amount of time preparing the email. Typically, spammers do not
have time to spend several seconds for each email. (3 points)

Problem 8.

Answer

a) A prepared statement is used. Another protection is to filter the input using e.g.,
mysql_real_escape_string().

b) The host, user and password can be put in a configuration file instead of in the source
code.

c) The purpose is to prevent session fixation attacks. If an attacker can force a user to
use a particular session id, this id will be useless for the attacker anyway after the user
has logged in. (3 points)

Problem 9.

Answer

The key is verified by letting the parent domain sign a hash of the public key. This hash
is stored in a DS record. The signature is verified by asking for the public key of the
parent domain. If the signature is valid we know that the key belongs to the domain
provided that we trust the public key of the parent domain. This key can in turn be
signed by the next domain and so on until we get a public key that we explicitly trust. In
digital certificates the public key is signed by a CA. The CA certificate, which includes
the public key of the CA, can in turn be signed by another CA. This is done until we
find a certificate that is trusted. Hence, the model is essentially the same, but in the case
of certificates any CA can sign any certificate while in DNSSEC a public key is always
signed by the parent. (3 points)

Problem 10.

Answer

The current transaction ID is obtained by first making a request to a domain name for
which I control the authoritative DNS server. I send this request to the intended victim.
When the victim queries my DNS server for the name I get the victim’s current transaction
ID, denoted x. Then I make a query for e.g., bank.com to the victim and also immediately
answer this query forging the TP of the DNS server authoritative for the domain bank.com.
In the answer I use the transaction ID x+ 1. This attack will have a very high probability
of success since there is no randomness at all. Note that we assume that the port is not
random even though this is not explicitly stated. Randomizing ports was not added until
later in BIND. (However, answers assuming that we have to guess the port would also
give full points.) (3 points)

Problem 11.



Answer

Using the picture as reference:

1. The attacker (Mallory) injects a script on a vulnerable server. One example is the
script provided in the problem.

2. Alice visits the server and runs the script.

3. The script is used to send information to Mallory. Using the script in the problem,
Mallory will see a different webpage than the one that is written in the address bar of
the browser. The could be a webpage provided by Mallory that is very similar to the
real webpage, but instead sends e.g., passwords to mallory instead of to the real webpage.
Another example is cookie stealing. The script has access to Alice’s cookie shared with
the server. This cookie can be sent to Mallory as data in a GET or POST.

4. Using the stolen password, or alternatively the stolen cookie, Mallory can authenticate
as Alice to the server. (5 points)

Problem 12.

Answer

a) The realm is used to notify the user which password to use in case the server has
different access control for different parts of the server. It is also used a salt to the
password when it is hashed. The cnonce is used to provide additional randomness to the
outer hashfunction. This will completely defeat any sensible TMTO attack. It is also
used as challenge if the client also wants to authenticate the server.

b) The best alternative is (1) since it will immediately reveal the password to the attacker
(but requires that the user does not notice the change). The second best is a dictionary
attack (3) since it gives the attacker the password in case it can be found in the dictionary.
The TMTO attack (2) is completetely useless in this case since it will be infeasible to build
the tables for the attack in advance due to the cnonce. Buildning the tables after the
response is received is the only option, but this will be as costly (or actually slightly more
costly) as a brute force attack. Any clever attacker would try a dictionary attack before
trying brute force. (5 points)

Problem 13.

Answer

a) The selector is the filed that determines which public key should be used to verify the
signature. It is used to allow a domain to have several public keys.

b) The number of base64 characters in the encoded signature (b=) is 172. This corre-
sponds to 129 bytes. Since the last character of the encoded signature is “=" the signature
is 128 bytes (1024 bits).

¢) All headers defined by the h-tag are signed. In addition the body is signed and all
fields except the b-tag in the DKIM-header are signed.

d) The key is obtained by asking the DNS authoritative for the domain for the key. In
this case it is located in a TXT record in the domain gamma._domainkey.gmail.com.

e) The public key is assumed to be correct since it is located in the DNS of the domain
and only the administrator has the possibility to put it there. (5 points)

Problem 14.

Answer
a) A DNS record stating who is allowed to send email from the domain.



b) A DNS record used to provide proof of nonexistence for a queried domain or resource
records.

¢) A directive in php.ini that determines if global variables can be automatically set in
requests.

d) A way to encode the URL so that characters with special meaning in URLSs are instead
interpreted as the actual character.

e) A configuration file for a web server that is located in the directory to which it applies.
It is useful if the administrator of a particular directory of the server does not have write
access to the main configuration file. (5 points)




